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Introduction

CedeDrive offers complete data security without changing the way you work.
Whether we are aware of it or not, all our data is stored on drives, whether it is
hard drives, external drives, flash drives, or network drives. One of the main
concerns today is what happens to this data when a drive is lost or stolen.

CedeDrive eliminates this concern by providing a military strength encryption
layer between your valuable data and the drive it is stored on. CedeDrive
does not alter the way you work, and no additional steps are required to
ensure your data is encrypted. One of the best features of CedeDrive is that
you will forget it is there, while it silently secures your data as you work.

CedeDrive not only protects the data on your laptop or desktop, it will also
secure the data on all of your portable storage devices with one click, turning
them into encrypted drives. These include external hard drives, USB flash
drives and even network drives.

Features

- Complete transparency

CedeDrive uses on-the-fly virtual drive technology. A virtual drive acts exactly like
a normal drive such as your C:\ drive, except it is actually writing and reading
from a protected file on any location you choose. CedeDrive uses AES 256-bit
military grade encryption technology to secure your valuable data.

- Robust Security

Once secured by CedeDrive's powerful encryption standard, sensitive files and
folders are stored safely on your laptop, desktop and all of your portable devices.
Working on encrypted files is as easy as entering one single password, and all of
your encrypted drives will be mounted automatically ready for you to use just as
you would use any USB flash drive or external hard drive.

- One Click conversion of Flash Drives

Convert any Flash Drive or portable hard disk to an encrypted removable drive.
CedeDrive will secure any standard Flash Drive with existing data, backup your
data, and then convert the drive to an encrypted device. It will then restore your
data on the encrypted drive. You can then use this removable drive on any
windows computer without installing any additional software.

- Easyto use and deploy

There are no additional steps necessary to encrypt or decrypt your data. It's so
easy you'll forget you have CedeDrive installed. Only one password is necessary
to mount all of your encrypted drives. CedeDrive also installs in seconds and can
be deployed easily across a large network.

Further technical support is available from techsupport@cedesoft.com.
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Compatibility

CedeDrive is compatible with all supported Microsoft operating systems. This
includes Windows XP (SP2 or later), Windows Server 2003, Windows Vista,
Windows 7, Windows Server 2008. 32-bit and 64-bit operating systems are
both supported.

Installing CedeDrive

The CedeDrive installation file is provided in a single setup file. The Setup
program will automatically determine whether to install the 32-bit version or
the 64-bit version of CedeDrive depending on your current operating system.

1) Double click the setup file to begin the installation process, and click Yes
to the User Account Control prompt.

@ User Account Control E

%7 Do you want to allow the following program to make

&/ changes to this computer?

Program name:  CedeDrive Virtual Drive Encryption
Verified publisher: Cedesoft Ltd
File origin: Downloaded from the Internet

(v) Show details Yes || No |

Change when these notifications appear

2) Click Next to proceed to the license agreement.

-
ﬁ CedeDrive 2.7.12 (64-bit) Setup i

. Welcome to the CedeDrive 2.7.12

(64-bit) Setup Wizard

The Setup Wizard will install CedeDrive 2.7.12 (64-bit) on
your computer. Click Next to continue or Cancel to exit the
Setup Wizard.
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Please read the license agreement provided. Click | accept the terms in the

License Agreement to continue and click Next to accept the license

agreement.

-
ﬁ' CedeDrive 2.7.12 (64-bit) Setup —

End-User License Agreement

Pleaze read the following license agreement carefully

End User Licence Agreement
PLEASE READ THIS CAREFULLY BEFORE USING MATERIALS

A: PROPERTY OF LICENSOR)

YOU MAY OBTAIN A COPY OF THIS SOFTWARE PRODUCT EITHER BY
DOWNLOADING IT REMOTELY FROM OUR SERVER OR BY COPYING IT

[¥] 1 accept the terms in the License Agreement

FROM AN AUTHORISED CD-ROM, STORAGE DEVICE OR OTHER MEDIA

pint | | Back || mext | | cancel

Choose the installation type that best suits your requirements. Typical is the

recommended installation.

-
ﬁ! CedeDrive 2.7.12 (64-bit) Setup —mj-—
Choose Setup Type -
Choose the setup type that best suits your needs 1

Typical

Installs the most common program features. Recommended for most users.,

Custom

Allows users to choose which program features will be installed and where
they will be instaled. Recommended for advanced users.

Complete

&l program features will be installed. Requires the most disk space.
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Click Install to begin the installation process. By default, CedeDrive will install
to your Program Files directory on your hard drive.

”
‘_ﬁl CedeDrive 2.7.12 (64-bit) Setup = | —

Ready to install CedeDrive 2.7.12 (64-bit)

Click Install to begin the installation. Click Badk to review or change any of your
installation settings. Click Cancel to exit the wizard.

CedeDrive will install shortcuts by default. These shortcuts will appear on your
desktop in addition to your Start Menu in a folder named CedeDrive.
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-
‘ﬁl CedeDrive 2.7.12 (64-bit) Setup = | —

Installing CedeDrive 2.7.12 (64-bit)

Please wait while the Setup Wizard installs CedeDrive 2.7. 12 (64-bit).

Running CedeDrive for the first time

Once CedeDrive has been installed on your computer, you will have a
CedeDrive icon on your desktop. Double Click this icon to run CedeDrive for
the first time.

-
' Password

Create your password
Create a password which will be used to encrypt your drives

I [Emer new password ]

|
| — [Conr’rrm new password ]

Encrypted drives: All startup

Fergot vour password? Ok ] I Cancel

When CedeDrive runs for the first time you will be required to set up a
password. This password must then be entered whenever you run CedeDrive
in order to mount your encrypted virtual drives. Enter a password in this dialog
twice and click Ok to complete the first run setup. Once CedeDrive has been
setup with a password you will have an additional icon in your system tray.
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You can Double Click this icon to access the CedeDrive console. However if
this is the first time you are running CedeDrive you will be presented with the
Getting started window:

-

' CedeDrive v2.7.12 (Trial) —m(el=t

File Tools Help

Cede[)' Getting started with CedeDrive. ..

Start securing your files on your computer
by creating encrypted drives...

Create an Encrypted Drive...

Already familiar with CedeDrive? Add

Add an Bdsting Drive... your existing encrypted drives...

Secure your portable drives by

Encrypt a Removable Diive... | -0y eting them to encrypted devices..

‘You have no encrypted drives defined. Click File-=New to create a new drive...

The CedeDrive Getting Started window

Creating an encrypted drive

Create an Encrypted Drive...

To begin creating encrypted virtual drives, click the
button.

The following dialog will be displayed:
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« Add Encrypted Drive

Create a new encrypted virtual drive. ..

CedeDrive virtual encrypted
drives are secured with

military grade AES-256 hit Danny's Secure Data (1)
encryption technology.

Encrypted Drive Name

Encrypted Drive Description
This is an encrypted drive containing my secure data.

Create a recovery key justincase | forget my password

Encrypted Drive File
[C:\Users\Public\Documents\DannyEncryptedDisk levd | [ Browse |

Disk Size Drrive Letter

MB E: v Mount at startup

CedeDrive will automatically fill in the required information in this dialog,
however if you wish to change any of the properties you can do so in this
dialog. To accept the default values and create the encrypted drive, click Ok.

Encrypted Drive Name

This is the name of your new encr WMy
Personal Dat ao. The egpdive pams isto lbefp you to e
distinguish multiple virtual drives in the list if you have created more than one.

Encrypted Drive Description

You can enter a description of your virtual drive here which might describe the
data that it contains. This is helpful if multiple virtual drives are created on the
computer.

Encrypted Drive File

Click Browse to choose a location to store the encrypted drive file. When your
encrypted drive has been mounted, all of the data stored on the drive will be
encrypted and written to this file. It is important to choose a location on your
computer where you have full write access. CedeDrive will automatically place
your new encrypted drive under your Documents folder, and will automatically
number the files.

ted dri
encrypt
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Disk Size

Specify the size in Megabytes (MB) of the encrypted virtual drive. To create a
drive of 2GB in size, enter 2000. To create a drive of 500GB enter 500000.
There are 1024 megabytes in 1 gigabyte. It is important to ensure you have
enough disk space on your computer in the target location before continuing.
CedeDrive will default to a value of 100MB.

Drive Letter

When your virtual drive is mounted it will appear as any other hard drive on
your computer. You can choose the drive letter which will always be assigned
to this virtual drive. CedeDrive will automatically pick an appropriate drive
letter, however if you wish to choose another drive letter you can click the
Drop Down list to view available drive letters you can use.

Mount on start-up

If you would like this virtual drive to be mounted automatically every time
CedeDirive starts, then ensure this box is checked. If not, leave this box
unchecked and you can mount this drive manually by using the CedeDrive
console.

Create arecovery key just in case | forget my password

If you would like the ability to recover the password you used to create your
encrypted drives, then ensure this option is ticked. If you have chosen to
create a recovery key you will be prompted to save this recovery key. NOTE:
It is strongly recommended to store your recovery key separate from the
computer on which you have CedeDrive installed, and to absolutely not
disclose this key. Recovery keys are created using RSA 4096 bit Certified
Encryption.

Once you are happy with all of the virtual drive details, click Ok. The virtual
drive will then be created, and a progress bar will be displayed indicating the
progress of the virtual drive creation.

| = Progress

Creating encrypted vitual drive, 22 % complete {written chunk 57 of 250)

NOTE: The amount of time this takes depends on the size of the virtual drive
you have created. E.g a virtual drive size of 250MB may take several seconds
to create, whereas a virtual drive size of 80GB may take several minutes to
create.

If you have chosen to create a recovery key for your encrypted drive, you will
be prompted to save this recovery key. We recommend using a Flash Drive,
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and storing the Flash Drive in a physically secure location, as this recovery
key will enable recovery of your password.

’
Recovery key information u

@ You will now be asked to save your recovery key for this drive. This
¥' recovery key will be needed if you forget your password for your
encrypted drives,

IMPORTANT: It is vital you store this key on a removable drive or flash
drive which is not physically located with this computer, If this
computer is a laptop computer, it is recommended that you save this
recovery key on a flash drive and ensure you DO NOT keep it with your
laptop. This recovery key must be stored in a safe location.

Once the virtual drive has been created, you will be presented with the
following dialog:

’
Encrypted disk created. u

i e

Encrypted virtual drive created successfully,
e 2

Using your new encrypted drive

Once you have created your new encrypted drive, you will have a new icon in
the CedeDrive console with the name of your new drive. Your new encrypted
drive will automatically be formatted and ready for you to use immediately.
Once your encrypted drive has been created, CedeDrive will display the drive
using Windows Explorer, as shown below:
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o | © ]
%vla » Computer » Danny's_Secure_Data_(1) (E:) - |‘1~| Search Danny’s_Secure Data_(1) (E) 0 |
Organize « Include in library « Share with = New folder =+ [ @
-~
¢ Favorites > Name Date medified Type Size
M Desktop | Readme 10/2/2010 3:28 PM Text Document
4 Downloads

?-'-j Recent Places

=l Libraries
@ Documents
J’ Music
[ Pictures

i Videos

m

*& Homegroup I

Ll Computer

&, Local Disk (C3)
S i ] b

1 item
—

You will notice a Readme.txt file on your new Encrypted Drive which contains
a brief description of your new encrypted drive.

To manage your encrypted drives, you can use the console window:

I n this example, we haveDanegpbesedSecuoew Dat:
To manage this drive, right click on the drive icon in the console window and
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